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Naujos kartos ugniasienės 

Next Generation Firewalls (NGFW)  

Mindaugas Kubilius, Fortinet sprendimų inžinierius 
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The Evolving Security World 

The Easy Internet 

High Degree of IT control 

Slow rate of change 

Limited Operating Systems 
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The Evolving Security World 

Different Users 

Different Skills 
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The Evolving Security World 
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The Evolving Security World 

Increasingly Mobile Workforce 

 Work Wherever, Whenever 

 Reduced Corporate Overhead 

 Global Workforce 

 Improve Customer Relations 
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Timeline of Security Challenges 
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NGFW Drivers (Chief Security Officer Survey by IDG) 
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Konsolidacija 
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•  Over time, point solutions  

 have been deployed in   

   response to evolving threats 
 

•  Platforms vary across small 

 and large deployments 
 

•  Numerous management 

 consoles 
 

•  Inconsistent policy and  

 networking function 
 

•  Varying upgrade cycles 
 

•  Slow and porous response  

 to threats 
 

•  Poor user experience, 

 complaints 

Customer Challenge – Complexity 
Too Many Point Solutions 
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Fortinet Advantage - Simplicity 
FortiOS Enables Networking & Security Convergence  

Firewall 

VPN 

Application Control 

IPS 
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Anti-malware 
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Management 

•  Single management console 

 

•  Common platform across all size 

 deployments 

 

•  Deploy what you need, where you need it 

 

•  Consistent, consolidated policy 

 

•  Consolidated infrastructure 

 

•  Faster, more robust response to threats 

 

•  Lower admin burden, easier to maintain 

 infrastructure, fewer user complaints 

 

•  Decreased risk exposure, eliminate gaps  

 in protection 
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Visibility - Traditional Firewall vs. NGFW 

Capability Traditional FW NGFW 

Who User 192.168.221.85     Sean Meredith 

What 
Application TCP/25    SMTP 

Cloud Application HTTPS/443 

Why Policy --      Blocked Policy #22 

When 
Timestamp 1388534400 Jan 1st 2014 @12am 

Browse Time -- 20 min 32 sec 

Where 
Endpoint 00-10-5A-44-12-B5    Sean’s iPhone 

Destination 2.160.233.18  Germany 

How 

Threat --     W32/Kryptik.MM!tr 

Website 98.138.253.109     www.yahoo.com 

Event Details [Raw Logs] WEB APP 1 2 
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Application Visibility Categorization 

Application 
Visibility 

Legal Liability and 
Corporate Compliance 

Network Optimizations 
and Bandwidth 

Employee  
Productivity 

Security Risks  
and Breaches 

uTorrent Tor Dropbox YouTube SoundCloud Pandora 

Steam Yahoo IM Facebook Keyloggers Botnets Adware 
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Awards & Certifications Partnerships & Industry 

35 Awards 

FortiGuard Threat Research - Industry Leaders 

Founded by Fortinet  
additional members include Palo Alto Networks, McAfee and Symantec 
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Global Security - FortiGuard Labs 

Per Minute Updates Per Week 

64,000 
Spam emails intercepted 

 

680,000 
Network Intrusion Attempts resisted 

 

15,000 
Malware programs neutralized 

 

150,000 
Malicious Website accesses blocked 

 

100,000 
Botnet C&C attempts thwarted 

 

27 Million 
Website categorization requests 

49 Million 
New & updated spam rules 

 

240 
Intrusion prevention rules 

 

850,000 
New & updated AV definitions 

 

1.5 Million 
New URL ratings 

 

8,000 
Hours of threat research globally 

FortiGuard Database 

130 
Terabytes of threat samples 

 

16,000 
Intrusion Prevention rules 

 

5,800 
Application Control rules 

 

250 Million 
Rated websites in 78 categories 

 

143  
Zero-day threats discovered 

 

 

 

 

 

 

 
Based on Q4 2014 data 
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Kaip tai veikia ? 
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“Innocent” Video Link: 

»Redirects to malicious 

Website 

Integrated Web Filtering 

Blocks access to malicious Website 

Network Antivirus 

Blocks download of virus 

Intrusion Prevention 

Blocks the spread of the worm 

Error message: 

»Installs on system and  

attempts to propagate 

“Out of date” Flash 

player  

»Download malware 

file 

Fortinet in action 
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Kodėl Fortinet? 
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Gartner Magic Quadrant for UTM 2014 

8/ 11/ 14, 8:26 AMMagic Quadrant for Unified Threat Management

Page 2 of 14http:/ / www.gartner.com/ technology/ reprints.do?id= 1- 1Z6XAOO&ct= 140807&st= sb

SMBs should be skeptical of the aspirational message from UTM vendors about the exaggerated

benefits of feature consolidation. Security buyers should instead evaluate UTM devices based on the

controls they will actually use, the performance they will get for those features, and the quality of

vendor and channel (and managed services) support that is available.

The market for network and security solutions designed to protect SMBs continues to develop, and

our expectations for UTM technology features increase with each new edition of this Magic Quadrant.

As a result, the Magic Quadrant depicts a shift up and to the right with each revision. Consequently,

vendors must progress to maintain their positions in each new Magic Quadrant.

Magic Quadrant

Figure 1. Magic Quadrant for Unified Threat Management

Source: Gartner (August 2014)

Vendor Strengths and Cautions

Aker Security Solutions

Based in Brazil, Aker Security Solutions is a network security vendor. Its portfolio has included UTM

solutions (Aker Firewall UTM) since 1997, as well as secure Web gateway and secure email gateway.

Aker Firewall UTM is composed of 14 models, with two models with wireless capabilities. It can also

run as a virtual appliance on VMware, Citrix Xen and Microsoft Hyper-V.

In the past 12 months, Aker renewed its entire hardware appliance product line and added Kaspersky

Anti-Virus as an option.

Aker Firewall UTM is a good shortlist candidate for small and midsize organizations in Brazil.

Strengths

Aker Firewall UTM provides a comprehensive set of UTM features, including application control,

wireless security, SSL VPN, and two choices each for an antivirus engine and an intrusion

prevention system (IPS) signature set.

Aker provides a rental option for its UTM appliances, which reduces capital expenditure (capex)

costs.

Market Responsiveness/Record: Ability to respond,

change direction, be flexible and achieve competitive

success as opportunities develop, competitors act,

customer needs evolve and market dynamics change.

This criterion also considers the vendor's history of

responsiveness.

Marketing Execution: The clarity, quality, creativity

and efficacy of programs designed to deliver the

organization's message to influence the market,

promote the brand and business, increase awareness

of the products, and establish a positive identification

with the product/brand and organization in the minds

of buyers. This "mind share" can be driven by a

combination of publicity, promotional initiatives,

thought leadership, word of mouth and sales activities.

Customer Experience: Relationships, products and

services/programs that enable clients to be successful

with the products evaluated. Specifically, this includes

the ways customers receive technical support or

account support. This can also include ancillary tools,

customer support programs (and the quality thereof),

availability of user groups, service-level agreements

and so on.

Operations: The ability of the organization to meet its

goals and commitments. Factors include the quality of

the organizational structure, including skills,

experiences, programs, systems and other vehicles

that enable the organization to operate effectively and

efficiently on an ongoing basis.

Completeness of Vision

Market Understanding: Ability of the vendor to

understand buyers' wants and needs and to translate

those into products and services. Vendors that show

the highest degree of vision listen to and understand

buyers' wants and needs, and can shape or enhance

those with their added vision.

Marketing Strategy: A clear, differentiated set of

messages consistently communicated throughout the

organization and externalized through the website,

advertising, customer programs and positioning

statements.

Sales Strategy: The strategy for selling products that

uses the appropriate network of direct and indirect

sales, marketing, service, and communication affiliates

that extend the scope and depth of market reach,

skills, expertise, technologies, services and the

customer base.

Offering (Product) Strategy: The vendor's approach

to product development and delivery that emphasizes

differentiation, functionality, methodology and feature

sets as they map to current and future requirements.

Business Model: The soundness and logic of the

vendor's underlying business proposition.

Vertical/Industry Strategy: The vendor's strategy

to direct resources, skills and offerings to meet the

specific needs of individual market segments, including

vertical markets.

Innovation: Direct, related, complementary and

synergistic layouts of resources, expertise or capital for

investment, consolidation, defensive or pre-emptive

purposes.

Geographic Strategy: The vendor's strategy to direct

resources, skills and offerings to meet the specific

needs of geographies outside the "home" or native

geography, either directly or through partners,

channels and subsidiaries as appropriate for that

geography and market.
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Kodėl TEO? 
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TEO ir Fortinet 

• TEO – patyręs saugumo paslaugų tiekėjas 

• TEO – Fortinet partneris naujos kartos ugniasienių sprendimuose 

• TEO inžinierių komanda turi daug patirties diegiant Fortinet įrangą 
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Dėkui 


